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ABSTRACT

The COVID-19 pandemic has raised global concerns about the impact of misinformation on health beha-
vior and outcomes. New technologies and social media have provided tools to disseminate health infor-
mation on an unprecedented scale, but they can also be used to spread unfounded claims and erroneous
information. Recent studies have shown how misinformation can influence preventive health behaviors
and impact some groups more than others. The past several decades of experience with tobacco con-
trol provides some useful lessons in addressing misinformation. Even after the 1964 report of the Sur-
geon General which concluded that smoking was a cause of lung cancer, public beliefs about the harms
of smoking were slow to change. For several decades, the tobacco industry actively promoted misleading
claims about the science of smoking and health. Studies of tobacco prevention programs have demon-
strated how attention is needed not only to the information content conveyed but also how it is com-
municated. The experience of tobacco control over the past several decades provides useful lessons in

effective communication and combating misinformation.
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The COVID-19 pandemic has been accompanied
by another epidemic of misinformation and fake news.
In September 2020, the World Health Organization and
other United Nations agencies warned about potential
harm from the large scale spread of misinformation
and called on Member States to develop and implement
action plans to combat the ‘infodemic’ [1]. Technology
and social media have played an unprecedented role in
the spread of information around the COVID-19 pan-
demic, but this has also been accompanied by the preva-
lence and promotion of misleading and erroneous infor-
mation around the origins of the virus, the seriousness
of the disease, the risks and benefits of vaccination, and
the efficacy of various treatments. The WHO and many
country governments and health organizations have
developed resources and toolkits to combat fake news
and misinformation [2].

In the United States, confidence in health and scien-
tific leaders has eroded amidst the pandemic, particularly
among some segments of the population. According to
a 2022 survey, only half (50%) of Americans said that they
trust organizations like the Centers for Disease Control
and Prevention or the World Health Organization to
provide accurate information about COVID-19, and 62%
said that they trust local health workers or clinics [3].
This gap in trust has likely contributed to the slow uptake
of vaccination among some segments of the population,
which has been a challenge in the U.S. and other coun-
tries. The same survey reported that those with higher
education were more likely to say that they would get
vaccinated. Another U.S. national survey to understand
health literacy of adults also found that people who
believed the COVID-19 vaccine was unsafe were less will-
ing to receive the vaccine, knew less about the virus and
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were more likely to believe COVID-19 vaccine myths. On
average, they were less educated, had lower income, and
more likely to live in rural areas compared with people
who believed the vaccine is safe. The results highlight
the importance of developing clear health communica-
tions accessible to individuals from varied socioeconomic
and educational backgrounds [4].

Health communication researchers at the U.S. National
Cancer Institute studied the effects of misinformation
on health behavior in the context of the COVID-19 pan-
demic. A rapid, cross-sectional survey of over 1800 U.S.
adults in September 2020 posed questions about intentions
and awareness of preventive behaviors during the pande-
mic. The results showed that those who had positive atti-
tudes towards preventive behaviors, such as community
mask wearing or social distancing, were more likely to
receive a COVID vaccine. This study also compared dif-
ferent modes of communication and found that narrative
explanations were more effective than non-narrative expla-
nation in communicating the risks of unproven treatments
or the benefits of vaccination. In other words, respondents
were more likely to be motivated by hearing a personalized
story rather than a neutral description of risks and benefits.
These results suggest that the way in which information is
communicated may be especially significant when com-
municating about emerging topics and when targeting
individuals who may be initially resistant to behavioral
recommendations [5].

However, studies have also shown that some groups
may be more vulnerable to misinformation. Researchers
conducted a survey of around 900 adults to determine
differences in endorsement of COVID-19 misinforma-
tion among cancer survivors in active treatment, cancer
survivors no longer in treatment, and a control group
with no cancer history. They found that cancer survivors
currently undergoing treatment were more likely to
believe misinformation related to COVID-19 than those
without a cancer history or cancer survivors no longer
in treatment. Misinformation endorsed by respondents
included the following statements among others: “It is
unsafe to receive mail from China”; “Pets at home can
spread COVID-19”; “5G mobile networks spread and
worsen COVID-19”; “Eating garlic can help prevent
infection with COVID-197; “The future COVID-19 vac-
cine will contain microchip” These results suggest that
cancer patients undergoing treatment, a population espe-
cially vulnerable to the impact of COVID-19 and other
infections, may be especially vulnerable to health-related
misinformation [6].

MISINFORMATION AND THE TOBACCO
INDUSTRY

In the field of cancer prevention, misinformation
and its impact on population health is not new. The most
illustrative example is the decades long history of ciga-
rette smoking and health. When in 1964 the U.S. Surgeon

General published a landmark report concluding that
cigarette smoking is a cause of lung cancer, based on then
dozens of epidemiologic and laboratory studies, it was
thought that people would quit smoking once they knew
the truth. But changing behavior on a population scale
was not so simple. In fact, it took decades for smoking
prevalence to come down, following numerous policy
and other interventions to control cigarette advertising,
increase the price of cigarettes through taxes, and control
smoking in public spaces.

Public beliefs around the risks of smoking were slow
to change, even as evidence mounted [7]. In a 1966 Har-
ris poll, only 40% recognized smoking as a major cause
of lung cancer, 27% considered it a minor cause, and
one-third were uncertain, saying that “science had not
yet determined the relation between smoking and lung
cancer” [8]. In general, although there was widespread
awareness of reports of findings on smoking and health,
including lung cancer, people were unsure whether
to believe the results were conclusive. It was not until
the 1970s that a majority of Americans stated that smok-
ing was a cause of lung cancer, climbing from about 70%
in the 1970s to 80% in the 1980s. By the 1990s, Gallup
polls consistently showed 95% of Americans claiming to
believe cigarette smoking to be harmful to health and 90%
believing it to be a cause of lung cancer [9].

Some early studies hinted at the complexity of beliefs
about health risks and the factors determining those
beliefs. For example, having a higher education level among
nonsmokers was associated with acceptance of statements
that a link between smoking and health had been proven;
but among smokers, the relationship was the opposite, and
smokers with a higher education level were more likely to
be skeptical of the evidence [10]. Further studies found
that male smokers were more optimistic about their cancer
risk compared with female smokers [11].

The tobacco story was complicated by two factors:
1) the fact that nicotine is addictive makes it very difficult
for many smokers to quit, even in the face of information
about the harms of smoking [12]. 2) Although antismoking
publicity and news reports did have an impact on beliefs
and behavior over time, there were also forces working
against this trend. The tobacco industry devoted substan-
tial resources to a longstanding, organized public relations
campaign to promote doubt around the science on smok-
ing and health. In 1953, the major U.S. tobacco companies,
through the Tobacco Industry Research Committee, placed
a full page advertisement in major newspapers across
the country titled A Frank Statement to Cigarette Smok-
ers, in response to the emerging science linking cigarette
smoking and lung cancer. They claimed that “there is no
proof that cigarette smoking is one of the causes” of lung
cancer [13]. A 1966 PHS survey found that more than 60%
of smokers agreed that the cancer link was “not yet proved”
because it was “only based on statistics,” a line frequently
used by the tobacco industry [14].
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Early health promotion efforts around cigarette smok-
ing focused on informing the public about the health
consequences of smoking, such as through health warn-
ing labels and school education programs. But these
efforts were not as successful as expected. Through years
of research, health scientists learned that, in health pro-
motion, some forms of communication are more effective
than others. For example, school-based education pro-
grams have had mixed success; warning kids in school
that smoking is bad for them was not sufficient for chang-
ing their behavior [15]. But when the Truth Initiative was
launched over 20 years ago, it focused on revealing how
the tobacco industry uses manipulative marketing tactics
to sell cigarettes. The campaign was particularly effective
because, instead of lecturing kids about the health effects
of smoking, it empowered them to see for themselves
how the tobacco industry’s misinformation attempted
to deceive them. The campaign has been shown to be
affective across diverse segments of the youth and young
adult U.S. population [16].

TRUST AND HEALTH INFORMATION

Challenges around trust and misinformation are
not limited to cigarette smoking, but impact many areas
of cancer prevention and population health more broadly.
Researchers at the have NCI long studied public attitudes
and knowledge about cancer prevention. The NCI Health
Information National Trends Survey (or HINTS) has
been fielded for 20 years in a nationally representative
sample of US adults. It provides a critical tool to under-
stand public awareness of cancer risk factors and related
behaviors [17].

The questionnaire includes several items around con-
fidence in cancer prevention recommendations, and
the results suggest that many adults find cancer prevention
advice or recommendations challenging to follow. For
example, in an earlier wave of the survey, almost half of
respondents agreed with the statement ‘it seems like every-
thing causes cancer’ and over 70% said there are so many
recommendations its hard to know which ones to follow.
About 27% said ‘there is not much people cancer do to
lower their chances of getting cancer’ [18]. These findings
reflect attitudes that can present an obstacle to cancer pre-
vention efforts, as people may be less likely to follow pre-
vention recommendations if they feel they will not make
a difference. Additionally, a surplus of information may
lead to fatigue, as daily news headlines warn about new
cancer risks or provide seemingly conflicting information.

Research also suggests that both “fatalism” and “ambi-
guity” predict lower adherence to cancer prevention
recommendations. “Fatalism” is defined as an outlook
that all events are inevitable and controlled by fate, and
humans are powerless to influence them, while “Ambigui-
ty” is defined as uncertainty regarding the reliability, cred-
ibility, or adequacy of information about risks. Several
fatalistic beliefs about cancer are associated with a lower

likelihood of engaging in behaviors known to reduce
cancer risk, including regular exercise, not smoking, and
eating five or more servings of fruits and vegetables per
day. Additionally, research using the HINTS survey has
shown how smokers who are especially concerned about
the health risks of their smoking may actually be more
vulnerable to misinformation related to the cancer risks
of tobacco products [19].

Similar attitudes may arise in the context of COVID
or other pandemics, as people become weary over time
in response to the volume of evolving health information
and misinformation. Research has shown that falsehoods
tend to spread further and faster over social media and
other platforms, when compared with accurate infor-
mation. Thus, is it essential to develop guidelines and
strategic to address misinformation. Chou and colleagues,
who have studied health misinformation in a variety
of contexts, have provided several recommendations for
countering misinformation, calling for enhanced sur-
veillance and tracking, understanding of psychological
drivers (such as fear and anxiety), and measurement
of the impact of misinformation on health [20].

There is also a need to develop responses and counter
measures to combat health misinformation, not only with-
in the context of a global pandemic. There is still much to
learn about how to do this, not only for COVID-19 but for
other health challenges as well, including cancer. Accurate
information is essential, but not sufficient by itself; atten-
tion is also need to how that information is communicated
and how it is received across diverse segments or the pop-
ulation. The experience of tobacco control over the past
several decades also provides useful lessons in effective
communication and combating misinformation. While
much progress has been made in raising awareness about
the harms of smoking, and in changing behavior, the need
to combat misinformation remains.
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